PALNOMOLEM OrionM2M
ORIONMETER

mogenb LA-1P-12C

PYKOBOACTBO MO
JKCMAYATALUN

e
5 \ —
| HA3HAYEHNE N NMTPUMEHEHNE ) j ) o)
N
|TEXHV|L|ECKV|E XAPAKTEPUNCTUKW | /( .
) J ))
\\

| OMMCAHWME NMPOTOKOJTA OBMEHA 3 0

| KOHOUrYPUPOBAHME OrioniZh

building
connected future

WWW.0orion-m2m.com

LoRa Alliance Member’



ORIONMETER | | PykoBoACTBO NO 3KCcnAyaTauum

2
OrnasneHue
BBELLEHUE ... bR 4
1. HA3HAYEHUE N MPUMEHEHUE PALANOMOLEMA ...t 4
2. ANTOPUTM CEOPA N MEPEAAYUN OAAHHDBIX ..o 4
3. TEXHNYECKMNE XAPAKTEPUCTUKN PALANOMOLEMA ...t eessenenas 5
4. OMNNCAHWE N PABOTA PAOVNOMOAEMA ORIONMETER LA-IP-12C ... 6
4.1. NHOMKALMA COCTOAHUMN PAAMOMOLLMA ..vcveeeriiereriisiesesesessssesesessesasessssesessssssesassssssesessssssesessssssesessnss 7
4.2. BrntoueHune v pernctpauma yctponcTsa B CeTU LORAWAN ... 9
4.3. KPENAIEHUE PAAMOMOLEIME ...ceeecuiirieieisesie et ese s se e se s s se e s et s b e s et e e s s e e nessene e es 1
5. USB FSK KOHDUMYPATOP ...ttt 12
5.1. TEPMUHANBHBIN PEMKMM .ecviieiiierisieissesesiesissesssse st sessesessesessessssesessessssessssessesessesessessssesessessssessssessssensens 12
5.2. [EHEPALMA FSK KIMHOU .ttt sr e n e nne s 12
5.3. [MTOAKAKOUEHME K PAAMOMOLEMY ..ovcvirreririerisiesisseessesessesessessssessessssessssessssessssessssessssessesensesessessssesessesens 13
5.4, [eaKTUBALMA PAAMOMOLEMA.....ciuieeriririiissesissessesessesessesessessssessssessssessssassssessssessssessesessessssessssessssensans 18
5.5. O6HOBNEHME MPOrPAMMHOINO OOCCTIIBUEHMA....cucviviririiiisisesesestse sttt isas bbb e e se s sssees 19
6. MPOTOKOJT OBMEHA PALNOMOLEMA ...t 23
6.1. MNepegaya gaHHbIX Pagnomogemom Ha CepBep MPUAOHKEHUM......cccreeerereeeerereseeeneseseeeseneas 23
6.1.1. NHOOPMALINA O BEPCUM MPOTOKOS@ c.evineiereuerisieresesessesesesessesesessssesesessssesessssssesassssssesessssssessnsssssesesens 23
6.1.2. NHbopMaLMA 0 HOMEPE OMEPALNUM OBMEHA ....cvvevererieirieieieieieieieieseeseseseesessesssssesssssssssssssssssssseses 23
6.1.3. NHbopMaLMA O COCTOAHUMN PAANOMOLELME .....cueeeerenererreresesessssesesessesesessssesessssssesssessssesessssssessssens 23
6.1.4. PAYLOAD OT PAAMOMOLEMA....ccciiieiirieisieisiesisieesesessessesessessssessssessssessssessssessssensesessesessessssessssensesenes 24
6.1.4.1. @DopmaT AaHHbIX MACCUBA OT PAANOMOLECMA ...c.ceeerererrressssesesesesesesesesesesesesssssssssssssssssssssssssesess 24
6.1.4.1.1. Tamper data (TPEBOMKHBIE COBBITUA).....cucvuirrrrereierserisssse st sssssssesssssssesssssssessssesssssssessssessesssessessnes 25
6.1.4.1.2. Service data (CePBUCHDBIN MAKET AAHHDBIX)...ieiriirerieresesissesiessssesessssessssessessssessssssesesessesssessesnss 26
6.1.4.1.3. SENSORS data (nakeT c gaHHbIMM 0 TemnepaType U OTHOCUTEIbHOM BAAXKHOCTH) ........ 30
6.2. MNepeaaya gaHHbIX OT CepBepa HA PAAMOMOLEM .....ccvveireereesieesesessessssesesessssessssssessssesessesens 32
6.2.1. MHPOPMALNA O BEPCUM MPOTOKOS cueviiiriiirisieiesieesseessessssessssessssessssessssessessssessssessssessssensssessssensesens 32
6.2.2. NHbopMaLMA 0 HOMEPE OMEPALINUM OOMEHA .....ceevrereeeeieieieieieieieieieieieiesese e sesessssssssssssesenes 32
6.2.3. NHbOopMaLMA O COCTOAHUMN PAANOMOLLME .....ueeeereneereereseseseesesesessesesesessesessssssesssessssesesssssseseesens 32
6.2.4. PAYLOAD OT CEPBEPA c.vveeriiiiiiiesiiiisisteesteeste s s se s se s e ss st st sse s b st sa st e be e be s s se s ssesassessssessesessessssanens 32
6.2.4.1. @DopmMaT AaHHbBIX MACCUBA OT COPBEP@ .vivivrerireririrreteteretere et ss s ss st s sesesesesssesesesens 33
6.2.4.1.1. SYSTEM CFG (CUCTEMHBIE HACTPOMKM)...oeveririreieseressssesesssessssesessssessssssessssssessssesessssessssssessssesesssees 33
6.2.4.1.1. SENSORS CFG (KOHOUMYPALMA AATUMKA) coverrrerereerssessssssssssssesssssssesssssssessssssssssssesssssssessssssessssens 34

O
. TOO «OpunoH Cuctema» | Bce npasa 3awmileHsl | 2022
OrlonM2M P d P Sl |
O,

Bepcua gokymenTa: 07




ORIONMETER | MO/E/Ib LA-IP-12C | PykoBoaCTBO Mo aKcnayaTaLmm

3
6.2.4.1.2. REQUEST SERVICE INFO (3anpoc cepBUCHON MHDOPMALIMM) c..cuvrerreerrerrreesenssessssnsssssssessssnens 39
7. MPABUJTIA XPAHEHNA N TPAHCTTIOPTUPOBAHUA........coeiiii e 40
8. CBEAEHUA OB YTUTIUBALIMI ...ttt 40
9. MAPKVPOBKA N KOMITAEKT MOCTABKN ...ttt 41
9.1. IV E=To T30 To o ]=] 3¢ TR OO SO S TSSOSO PR TPTRTPTPTTSPSPRON 41
9.2. KOMMIAGKT MOCTABKM ..ottt 41
10. FAPAHTUNHBIE OBASATETBCTBA ..coveevveereesesseessssssssssssss s st sssssssssssssssssssssssssssssssssssssessssnnes 42
JINCT PECUCTPALN MBMEHEUI ..o sssss s sssssssssssssssssssssssssssssssssssssssssssssssnns 43

O
. TOO «OpunoH Cuctema» | Bce npasa 3awmileHsl | 2022
OrlonM2M P > | P Sl |
O,

Bepcua gokymenTa: 07




ORIONMETER | MO/E/Ib LA-IP-12C | PykoBoacTBO No aKkcnayaTaLmm

BBEAEHWNE

HacToAawee pyKoBOoACTBO pacnpocTpaHaeTcA Ha paguomogem Orionmeter LA-IP-12C
npoussoactea TOO «OpmoH Cnuctema» 1 onpegenaeT NOpAAOK YCTAHOBKMU, @ TaKXKe CO4epuT
cBegeHWA, Heobxogumble anA  obecrneyeHMA  MOAIHOrO  UCMO/b30BaHUA  TEXHUYECKUX,
OYHKLUMOHANbHbBIX BO3MOXHOCTEN pagmomogema 1 ero npaBuabHOM 3KCNayaTaumnm.

PykoBoacTtBO npegHasHayeHo AnA CneyvanucToB, O3HAKOM/EHHbLIX C MpaBuaamu
BbIMO/IHEHNMA MOHTa)KHbIX pPaboT B 006/1aCTU 3/EKTPOHHOr0 U  31eKTPOTeXHMYeCKoro
obopyaoBaHuA.

1. HASHAYEHWE U NMPUMEHEHNE PAOANOMOAEMA

Pagvomogem Orionmeter LA-IP-12C aBnaeTca ycTtponcTtBom Knacca A no Knaccmdukaymm
LoRaWAN. YcTpoincTtBo npegHa3HadyeHO AnA opraHuM3auum nepegaym AaHHbIX, MOAYYEHHbIX OT
BCTPOEHHOro COBMEeLLLeHHOro gaTymKa TemnepaTypbl U BAAXKHOCTK, NOCPeaACTBOM paanocBaA3u B
cetb LORaWAN. Pagrnomogem Orionmeter LA-IP-12C moKeT 6biTb MCNOAb30BaH Kak YCTPOMCTBO
YA3NEHHOro MOHWTOPUHra TemnepaTypbl M BAAXHOCTM BO34yXa OKpyXatolen cpegbl U
NPUMEHATLCA B MPOMbILLAEHHbIX UAM ObITOBbIX CUCTEeMax ynpaB/ieHus.

2. AITOPUTM CBOPA N NEPEOAYN AAHHDBIX

MnaTta C n3mepuTenbHbIM AAaTYMKOM TemnepaTypbl U OTHOCUTENbHOW BAaxkHocTh (slave)
nogkntouyaetca K paguomogemy Orionmeter LA-IP-12C (master) no nocnegoBaTenbHOM
acummeTpuyHon wuHe 1°C. C nomolbio TeXHO/I0rMyeckoro nporpamMmMHoOro obecnedeHua
paguomogem ¢opmumpyeT 3anpoc 4aTuMKy no wuHe [2C Ha namepeHre HeobxoaMMbIX TEeKYLMX
3Ha4YeHWN ero CEHCOpPOB: TemnepaTypbl MAM OTHOCUTE/NbHOM BAAXKHOCTWU. lNocne nonyyeHms
3anpoca gaTyuMk NpoBOAUT M3MepeHMsa M 00paboTKy 3TUX 3HAYeHUM COxXpaHeHMem B CBOel
namatn. Pagnomogem BHOBb GOpmMMpyeT 3anpoc Ha CYUTbIBAHWE 3TUX AAHHbIX U3 NaMATU
AaTuuka. MNonyyeHHble pagnomogemMmom gaHHble pOpPMUPYHOTCA B NaKeTbl 4aHHbIX M NepeaarnTca
B cetb LoRaWAN. lNonyyaembie pagnomogemom gaHHble OT gaTyMKa, KOTOpble nepegaroTca B
ceTb, bopmMuMpyrOTCA B perynapHble nakeTbl gaHHbIX — Regular data. [Npn ouepegHom Bbixoge Ha
CBA3b OCYyLleCcTBAAeTCA nepegada perynsapHOro naketa AaHHbIX C TeKYyLWWUMU U3MepeHHbIMU
3Ha4YeHMAMKN TemnepaTypbl U OTHOCUTENbHOM BAaxKHOCTK B ceTb LORaWAN. MiHTepBan onpoca
AaTyvKa U nepegadvy pagnMomMogemMom 3TUX NaKeTOB MOMKHO M3MeHATb OT OAHOM CeKyHAbl 40
ABagLaTy YeTbipex 4acos.

Ba*kHO NOMHUTbL 0 rapaHTUMHOM KO/IMYeCcTBe OTNpPaB/eHHbIX NaKkeToB, KOTOpoe cocTasnaeT
40 000 nakeToB, Tak KaK Mpu BbICTaBAEHUM Manoro MHTepBana nepegayn He rapaHTUMNHbIN
cnyyan HacTtynuT padblwe. lpu ocywecTBAeHMM MOHUTOPUHIA M KOHTPOAA TemnepaTypbl U
OTHOCUTENbHOM BAAXKHOCTM NpegycmMoTpeHa HacTpoMKa OMNoBeLleHUN 0 AOCTUMNKEHUU BepXHUX
MAU HUMKHUX NpeaesnoBs, a TaKXe OCYLecTBAATb KOHTPOAb U MHOOPMMpPOBAHME O COCTOAHWUMU
TemnepaTypHOro ananasoHa. BpemAa BHyTpeHHMX YacoB pagvomogema MOXKHO yCTaHaBAnBaTb
nnun KoppeKkTmnposaTtb No cetn LoRaWAN mnum c nomowbro FSK USB KoHdurypaTopa.
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3. TEXHNYECKME XAPAKTEPUCTUKN PAOANOMOAEMA

[Aviana3zoH nsamepeHuni tTemnepatypsl, °C -20°...+60°
MNpeaenbl gonyckaemor abCcontoTHON NOrpeLHoCTH + 0.4
mnamepeHuwm, °C
[vanas3oH n3amepeHnit OTHOCUT. BAAXKHOCTU, Y% 10 - 80 (6e3 KoHaeHcaumm)
MNpeaenbl gonyckaemor abcontoTHON NOrpeLHoCTH A
n3mepenHu, %
AKTMBauma pagmomogema C nomoLbo marHuTa
Apx1BMpOBaHMe AaHHbIX, CYT. *62
Knacc yctponcTtea LoRaWAN A
865-868 (KZ)
Pabounin gnanasoH yactoT, My, 863-870 (RU)
863-870 (EV)
Cnocob aktusauumm B cetn LoRaWAN OTAA
Twn aHTeHHbl LoRa BHyTpeHHAA
YyBCTBUTENBHOCTb NPMeMHUKa, 4bm -137
MowwHocTb NnepegaTyumKa, MBT no 25
[anbHOCTb CBA3M B YCN0BMAX rOPOACKOM 3aCTPONKM, KM £o5
[JanbHOCTb CBA3M B YCI0BUAX NPAMON BUAMMOCTU, KM o 15
EMKOCTb BCTpOeHHoM 6aTapen, MAY 3650 nan **4100
HanpsarkeHne BcTpoeHHoM 6aTapen, B 3,6
Xummnyeckuin coctaB baTapeu Li-SOCL2
CpoK aKkcnayaTauum 6e3 3ameHbl baTtapeu, net =7
[[@paHTUNHbBIM CPOK 3KCNAyaTaumm, mecaues 36

fapaHTMpPOBaHHOE YMC/0 OTMNPABAGHHbIX YCTPOMCTBOM
MaKeToB, He MeHee LWT.

40 000

MaTepuan kKopnyca MNonnkapboHaT
Pa3wvepbl Kopnyca pagnomogema, Mmm 150 x50 x 30
Macca, r =90
CteneHb 3aWmThl IP43

Craxkkamu K onope, Ha DIN-peiky,

KpenneHune
HacTeHHoe

* - 3aBUCUT OT MHTEpBasa apxMBMPOBaHNA
** - BO3MOYKHA YCTaHOBKaA baTapen ysesanyeHHon emKkocTy 4100 mAY
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4. ONNCAHNE 1 PABOTA PAOMOMOAEMA ORIONMETER LA-IP-12C

KoHcTpyKkTuBHO pagnomogem LA-IP-12C peann3oBaH B BUAE Ne4aTHOM NaaTtbl C pa3bemom
Tuna PLD-4, c nomowbk KOTOPOro MnOAKAKYeHa naaTa C AaTyMKom TemnepaTypbl U
OTHOCUTesIbHOM BAaxHocTK (2 B 1). MnaTbl pasmelleHbl B MTOM Kopryce M3 nonvkapboHaTa.
AnAa 3aWwmTbl gaTuMKa OT BHELWHUX BO34eNCTBUIM NMpegycMOTPeH KOXKYX M3 MoAunponuaeHa
paszmepom B17,5 x 30. Ha npaBoi 60koBoOIN rpaHn Kopnyca pagmomogema LA-IP-12C nsobparkeH
norotun KomnaHumn-npomnssogutens.

OCHOBHbIMW  31eMeHTaMM  NaaTbl  paguomogema ABAAKTCA:  3/eMeHT  NUTaHus,
NOAKMHUYEHHbIN K 610Ky MMTaHUA; MUKPOKOHTpOAAep, 06beanHeHHbI C TPAHCMBEPOM B eAnHbIN
KOprnyc, C TexXHOMNOrndyeckuMm nporpamMmHbiM obecrneyeHnem obecrneymBarowmini 06paboTky,
npuem n nepegadvy vHbopmaumm no paguokaHany B cetb LoRaWAN c nomowbto RF aHTeHHbl.
JnemeHTOM NUTAHUA 4NA paguomogema CAyXKUT BCTpoeHHaA baTtapea émkocTbio 3650mAh van
4100mAh. dnemeHT NUTaAHMA M aHTEHHa pPacnosioXKeHbl Ha nnaTe paguomogema HaBeCHbIM
MOHTa¥oM, naaTta C U3MepuUTebHbIM AAaTYMKOM.

BHewHWn B nnathl pagnomogema c naaTon gaTumKa npmnBegeH Hn>xe:

T g
o ° n
ﬂ:.aﬁ Eu_ﬂo“o ['g uEE °
O ?QD..E =5 olm =[5 S o[
| "Begcce, o T o

JKcnayaTauma pagmomMogema A0NXKHA OCYLecTBAATbLCA MpPW TemnepaType OKpyKakollemn

cpegbl oT - 25°C go + 65°C M oTHOCUTENbHOM BAaXKHOCTU He 6onee 85%.

(e)
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DyHKLMM KOHTAKTOB pasbema Tuna PLD-4 Ha nnaTe gaTuMKka NprBegeHeHbl HUMKe:

SCL - /IMHMA CUHXPOHM3aLUU

PWR - Nawc nutaHma

GND - MuHyc nuTaHma

SDA - /luHMA gaHHbIX

Pasbem nogkntouenmna tun PLD-4 aatumka LA-12C-
HDC nmeeT LBeTOBYO MapKMPOBKY, ABAAKOLLAACA «KAKYOM» 419 NPaBUAbHOM0 NOAKAKYeHMA K
O4HOTUMNHOMY pa3bemy BegomMoro yCTpoMnCTBa.
CepuiHbIN HOMEpP MUKPOCXeMbl-u3MmepuTensa NponucaH B perncrtpe camom MUKpPOCXeMbl
6e3 BO3MOYKHOCTWN ero nuameHeHus.
NogpobHoe onucaHWe nMpPoTOKona obmeHa gaHHbiIMM  no  cetm  LoRaWAN u
KOHOUrypnpoBaHMe pgaTymka paguomogemom npeactaBneHo B pasgene 6 Hactoawero

PykoBogcTBa.

4.1. NHgnkauma cocToAaHUN pagmomogema

yCTpOVICTBO MmeeT CBETOAMOAHbIN MHOANKaTOP — cBeToamnog 3esieHoro usera.

NHanKauma ncnonb3lyerca: oo [ a]s[um)
e N7 ONpeAeneHnsa ycrnewHocT akTMBaLum c °° BBH
D
o
MOMOLL b HEOAMMOBOIro MarH1Ta; D
fim1} = o
e 118 onpegeneHna yCrewHoi perucTpauum 3 ﬂ A
[l -}
B ceTn LoRaWAN,; oo BEE 4 ,
i =]
e npu nonyyeHum DL nakeTa; >
[T
e oOnpegesieHMa pexnma paboTbl yCTpoCcTBa [[[nnwg gg
Enl:_.- — ——=
W W W W

- ||

CBetoaunon -~
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MpoBepuTb TeKylliee COCTOAHME MogemMa MOXHO, NoAHeca MarHUT K 4aTymKky Xonna

Ha 1-2 ceKyHAbl.

Tak»Ke BO3MOMKHble BapuaHTbl MHAWKAUMW paguomogema npuv BO34eNCTBUM Ha AaTuMK

Xonna marHuTom, npeactaB/sieHbl HMXKe:

DyHKUMA ‘

Pagnomogem B pexxknme «Cknag»

BosgencTtBue

MarHut 1-2 cek.

CBeToBada MHgMKauma ‘

OpaHa BCrnbIWKa

Pagnomogem Bbiliesn U3 pexkuma
«Crnag»

MaruuT 10-20 cek.

Tpw BCNbIWKN

HemeaneHHbIn noBTOP
npoueaypbl NpUCOegUHEHUA K
cetn OTAA oTnpasKomn nakeTa Join
Request n nonyyeHna naketa Join
Accept no LoRaWAN

MaruuT 5 cek,;
MNay3a 10 cek.;

MarHuT 5 cek.

[Be BChbIWKK

Pagnomogem akTnBMpoBaH,
Ho He B cetn LoRaWAN

MarHuT 1-2 cek.

[Be BCNbIWKU

Pagnomogem akTMBMPOBAH U
B cetu LoRaWAN

MarHuT 1-2 cek.

Tpw BCObIWKN

nony4yeHue nakera Join Accept no

OTtnpaeka Join

- o Be BCMbILKMN

LoRaWAN Accept A

ycnewHoe nNprvmMmeHeHne HacTpoek, YcTponcteo

nony4veHHbix B Down Link nakete HaCTPOWMKMN - o» o Tpu BCNbILWKMK
no LoRaWAN npUMeHunno

BHeouepegHasa oTrnpaBka

moagemom naketa Regular data

MarHut 10-20 cek.

[1Be BCNbIWKM

(o) Y O,
OrionM2M
O A O,
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4.2. BrntoveHune u pernctpauma yctponcrtea B cetn LoRaWAN

Pagnomogem Orionmeter LA-IP-12C nocToAHHO BKAKOYeH, HO umeeT pexum «Crnagy,
npegHasHavyeHHbIM 418 XpaHeHMA M TPaHCNOPTUPOBKW. B gaHHOM perkmme yCTPOMCTBO He
ocyuiecTBnAeT nepegadvy gaHHbix B ceTb LoRaWAN.

MNepeg Hayanom MCNonb30BaHMA pagnomMmogem HeobxogMmo BbiBeCTU U3 pexkuma «Crnagy.
[na 3Toro Heob6xoAMm HEoAMMOBLIN MarHUT (He BXOAUT B KOMMMEKT paguomogema). MarHuT
NOAgHOCUTCA K gaTumKy X011a, KOTOPbIA PacnonoXKeH Ha naaTte pagmomogema, Ha 10-20 ceKyHa.
lNocne oTcTpaHeHMA MarHMTa OT pgaTyuMka Xonna paguvomogem oTpearvpyeT nogaden
CBeTOAMO40M Cepuer KOPOTKUX BCMbIeK 3eqeHOoro ceBedeHMa — paguomogem nepewlen B

perKMm «AKTUBHbINY.

ge[ 1 S—= 88

Hatumk Xonna ”*
B
o o O
o O D
oo B
oo []
°° mBoB
—
mn |

MNocne nepexoga pagnomogema B pexkum «AKTUBHbIN», 414 nogkatoyeHna K cetu LoRaWAN
N ganbHenLwen paboTbl, yCTPONCTBO A0MXKHO NPONTM Npoueaypy npucoeanHenua K cetn OTAA
(Over-The Air Activation) - oTtnpaskoln pagnomogemom naketa Join Request v nonyuenun
otBeTa oT CepBepa - nakeTa Join Accept.

[na ycnewHoro npoxoxaeHua npouegypsl npmcoeanHeHna kK cetn OTAA npegycMoTpeHo
TPUY NONbITKX ONpaBKM paguomogemom naketa Join Request.

0O6waa 4onnTenbHOCTb NONbITOK 1 — 2 MUHYMGbI:

e [lepsad nonbiTKa ocyulectenaeTca npu Spreading Factor (SF) - 10;
e Btopaa nonbiTka ocyuwectenaetca npu Spreading Factor (SF) - 11;

e Tpetba nonbiTKa ocyulectTenaetca npu Spreading Factor (SF) - 12.
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10

Mpwn nonyyeHun naketa Join Accept ceeToanog pagnomogema nogTeepanT cepuen
KOPOTKMX BCMNbILLEK 3e/1eH0ro cBe4eHus.

MNepegaya pagnomogemom nNepBoro nakerta C gaHHbIMKW ocyliecTeaaeTca npu Tom SF, npwm
KOTOpOM npom3owno npmucoegmHeHue K cetn: SF 10, SF 11 muan SF 12. B ganbHenwem npouecc
ynpasneHua SF ocyuwectenaet ADR (Adaptive Data Rate).

lMocne Tpex HeycnewHbIX NONbITOK npucoeanHeHnsa K cetu LoRaWAN, pagnomogem

OCYLLeCTBUT CAeayHoLLYH NOMNbITKY NOAKAOYEeHUA TONbKO Yepes 24 yaca.

Mpn HeobxoaMmocTu HemeaneHHoro nosTopa npoueaypbl OTAA npucoeguHeHMa K ceTu
LoRaWAN oTtnpaBkKoi pagunomogemom naketa Join Request 1 oTBeTHOro nonydeHma naketa Join
Accept, Heo6x04MMO NOAHECTN HEOANUMOBBIA MarHUT K 4aTUunKy Xonna Ha 5 cekyHA, OTHeCTU Ha
10 ceKyHa, 3aTem BHOBb NMogHecTu Ha 5 ceKyHa. [locne 3TOoro aBTOHOMHbLIA pagnomogem
NnoAacT KOPOTKYH BCMbIWKY 3e/eHoro cBedyeHuda, OoTnpaBuT B ceTb nakeT Join Request u

nepengeT B pexmm oxkugaHmA naketa Join Accept.

I'Ipm noBTOpe npoueaypbl aktmeaunnm pagmnomogema HeobxoaAMMO TOYHO

BblgepXnBaTb BpeMeHHble MHTEpBaﬂbI!

(e)
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4.3. KpenneHve pagunomogema

Mpn MoOHTarke HeobXxogMMo yyecTb cnegyrowme obAa3aTesnbHble NpaBuaa: A0MAXKHA ObiTb
BblOpaHa HauMBbICLLIAA BO3MOXKHAA TOYKA Ha PacCTOAHUM He MeHee 150 cm OT ypoBHA nona, a
Takke 20 cv OT /6 CTeHbl; MMHMMAnNbHOE KOAMYEeCTBO MeTaN/IMYeCKMX KOHCTPYKUMA B

HenocpeacTBeHHOM 6A1M30CTM OT pagrMomogema.
(%)
$'| 20 cm ((( )

v A

Ovesiem L

=

I

R

150 cm

Jlto6as nperpaga Ha NyTu pacnpocTpaHeH1a pagrMoBo/iHbl CNocobHa
CHU3UTb YPOBEHb Nepeaatolero curHana. Heobxoammo o6paTuTh
BHMMaHMe, UTo U34enna n3 6eToHa n meTasnna ABAATCA CyLeCTBeHHOM

o nomexou 414 paguocmrHana

CyLLI,eCTByeT HeCKonbKo cnocobos KpensaeHna pagmnomogema, Bbl60p onTnMmanbHOro M3

KOTOPbIX 3aBNCUNT OT MeCTa YCTaHOBKMW.

Cnocob KpenseHus ‘ MNoacHeHue ‘

[na MmoHTarka Ha Tpyby HeobxoaMMOo NpogeTb COOTBETCTBYHOLLEN
ANVHbBI NAACTMAcCcoBbi XOMyT (CTAXKY) Uepes oTBepcTus,
3aKpenuTb, ybegMBLUMCh B HA4EHKHOCTU GUKcaumm

[nAa Hannydwero KpensaeHnsa peKkoMmeHayeTCa CHATb 3aLlenKky
ana DIN penkun

KpenneHuve BuHTamu ocyliecTenaeTca AgBymsa cnocobamu:
KpenneHuve BuHTamu LUMPOKON BOKOBOW rpaHbio K BepPTUKaNbHOM MOBEPXHOCTH, IN6O
Y3KOM BOKOBOW rpaHbio K BePTUKaNbHOM NOBEPXHOCTH

MocnepoBaTebHOCTD WAr0B NPUY KpensaeHnu n CHATUM Koprnyca

. pagavomMmogema gaHHbiM cnocobom Hanbonee yaobHa 13
DIN-peiiky TH35 npeacTaBAeHHbIX paHee

KpenneHue Ha Tpyby nnu
mMauTy

KpenneHwue Ha

(e)
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5. USB FSK KOHOUI'YPATOP

[na nokanbHoro 6ecnpoBogHOro NoaKkAYeHMa K pagnomogemy Orionmeter LA-IP-12C, no
6ecnposogHoit ceasun UHF (moaynauma FSK), ncnonbsyerca USB FSK KOHOUNYPATOP, KoTopbii
npegHasHavyeH 418 OCyLWeCcTBAeHUA AByHanpaB/AeHHOM CBA3W U ANA yAasneHHOro ynpasneHun

YyCTPONCTBOM B HEMocpeaCTBeHHOM 6A1M30CTU OT YCTPOICTBA.

5.1. TepMUHaNbHbIN peXKnm

TepmMmuHanbHbIN pexXnum — 3TO peXkMm paboTbl NPUNOXKEHUA UAM NPOorpaMmmMbl, Hanpumep
Tera Term (unu nwo6aa gpyran). C NOMOLLbIO 3TOr0 pexkuma paboTbl MPUIOXKEHUA BO3MOXKHO
yaaneHHoe nogkatodeHve (6e3 npAMoro noakAYeHNa K KOHTPOoAepy Manm MUKPOMpoLLeccopy)
K YCTPOMCTBY, MCNOAb3yAa NpoTokon X-modem.

USB FSK KOHOUIYPATOP no3BosnaeT BbINOAHATL C/iegytoLLme ornepaumnmy c paguomMmogemom
Orionmeter LA-IP-12C:

e YCTaHOBKa 4YacTOTHOro NaaHa
e YcTaHOBKa BpeMeHHOM 30HbI
e YCTaHOBKAa CUCTEMHbIX YacoB

e [leakTMBaUMA yCTPOMCTBA

5.2. eHepauma FSK kntoua

Ona noakntoveHua K pagumomogemy Orionmeter LA-IP-12C ucnonb3yetca USB FSK
KOHO®UIYPATOP, npeaBapuTenbHO NOAKAKUYEHHbIM K KOMMbOTepyY UAM HOYTOYKY. [lparBepa Ha
USB-aganTtep ycTaHOBATCA aBTOMaTUYECKM.

Ha KomnbloTepe uam HoyTbyke ana ayTeHTMduKaumm pagnomogema USB-agantepom
Heobxoanma yTunmta FSK_KeyGeneration.exe, KoTopasa wcnonb3yeTca Ana reHepaymu
yHuUKanoHoro FSK Kaw4a ana Kaxkgoro nogkawyvaemoro YCTPOMUCTBA. ITY YTUAUTY MOMKHO
nonyunTb no 3anpocy B Texnoggeprky TOO «OpumoH Cuctemar». TakxKe YHUKanbHbIA KAKOY

MOXKHO NO/Y4YUTb B IMYHOM KabuHeTe no agpecy http://erp.orion-m2m.com

[na reHepaunm Kno4Ya HEO6X0AMMO:
e 3anyctutb yTuanty FSK_KeyGeneration.exe n B none Device EUI BeecTn LoRa Device EUI
pagnomogema (HaxoauTca Ha 3STUKeTKe pagmuomogema, cm. Pasgen 9.1);
e B none APPKEY seectu AppKey pagromogema (M0 3AMNPOCY);

e none CMAC KEY octaBuTb NyCTbIM;

O
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e HaxkaTb Ha none Calculated FSK KEY, creHeppOBaHHbIN KAKOY aBTOMATUYECKMU
ckonupyeTca B bydep obmeHa.

OKHO VYTUANTDI BbIrNA4AUT TaK:

a5 FSK KEY - E'

Device ELI
C371693844F 40079

APPEEY
E7DF38CEOEADS4602330 0446CCOETBA

ChaC KEY

Calculated FSE KEY [click to copy to clipboard)
C22B17218763EFOE 29380 737 287 42F 41

[Janee moOXXHO npmncTtynatb K HenocpeacrBeHHOMY NOAKAHOYEHUHO K pagmnomogemy cC

NMOMOLLIbIO TePMUHANBHOM NPOrpamMmel.

5.3. lNoakntoyeHne K paguomogemy

OnuncaHne nogkntoveHna pagnomogema Orionmeter LA-IP-12C  6a3umpyetca Ha
TepmMmuHanbHOM nporpamme Tera Term, noggeprkupatowan nepegady dannos no npoTokony X-
modem. 3To HeobxoAMMO 418 BO3MOXKHOCTU BbINOHEHNA 0OHOBAEHWA YCTPOoMCTBA.

[na nogknioyeHna K pagmomogemy oTKpbiBaem nporpammy Tera Term (Mav aHanornyHyo
TepMuHasbHY NporpamMmmy C nogaepkoi X-modem), ganee Bbibupaem pexkum paboTtbl ¢ COM
nopTom (Ha pucyHKe HuKe nosunuma 1) n cooreetcTayowmin nopt (nosunuma 2), Hanpumep COM3.
[Nanee oTKpbiBaem 3TOT NOPT HaxKaTuem KHonku OK (nosuuyma 3).

OKHO nporpammsl nmeeT BUA:

O TCPAP ¥ocr: myhost.example.com

Hcropus

Cepenc _ Telnet supr TUR e

1 2 S5H Bepcua SSH: |[SSH2
/ \ o npotoxon: UNSPEC
® COM Mopr: COM3: YerpokcTEo © NnocaenoBaTEAb]

Brrxon Momouws

(e)
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Mporpammy Tera Term mMmoHO CKa4vaTb C opuLUMaNbLHOro camTa:

https://osdn.net/projects/ttssh2/releases/

Hanee OTKpoeTcA nycrtoe OKHO TepMMHal’IbHOVI nporpammesbl, HaxKnmmaem Enter, Tem cambim

yberkgaemca B coegnHeHunn c USB-agantepom:

T COMS3 - Tera Term VT

File Edit Setup Control Window Help

B TepmuHanbHOM pexknume BCe KOMaHgbl BBOAATCA C MogTBeprKaeHMem - HaxKaTuvem
Knasuwu Enter. KomaHgbl nydwe BBOAUTbL LeAnkom u 6e3 ucnpasneHun. Ecnm BBegeHa
owmMbo4YHaA KoMmaHga, HeobxogMmo HaxKaTb Enter n BBeCTn KomaHgy 3aHOBO.

[na Tecta n 4Na NoayyYeHna CNMcKa KoMaHa Heobxoammo HabpaTk KomaHay help:

fsk> help
help - this help
get (param)
set (param) (valuel) [valuell..[valueN]
antenna (internal/external) - select antenna
power (2-20 dBm) - set output power
dlkev {id/uid) (key) - downlink RAES128 key
monitor [07/1] - get/set monitor mode
list [clear] - Show/clear detected devices list
sxreg - Print $K1276 register values
cw (freq, kHz) [power, dBm] [time, s] - Generate CW
select {"all’ /id/uid) - select nodels)
deselect ('all’/id/uid) - deselect node(s)
connect [channel]l - connect to selected node(s)
chlist - show channel list
dongle - switch to USB dongle maintenance mode
exit - return to discover mode

fsk> []

Mpu nomowm KomaHab! list BbIBOAUTCA CNMCOK YCTPOMCTB B 30HE BUAMMOCTM aganTtepa

USB FSK koHdurypaTopa:

fsk>» list
Detected devices list:

., 0000:07
., 0000:55
., 0001:02
., 0001:00

(o)
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BbiBog nHdpopmaumm ocyuecTsaaeTca B Buge tabnmubi:
NO - nopaaKoBbIN HOMEp YCTPOMCTBa;
RSSI - ypoBeHb curHana nocnegHero Maska;

LAST SEEN - BpemAa nocnegHero maska;

J - nogkniouen Kk cetn (NETWORK JOINED) Z - yCTPOMNCTBO He roToBo K FSK-ceccum
T - o6Hapy»><eHo cobbiTe (TAMPER DETECTED) - - 3apesepsuposaHo (RFU)

B - HU3KMIM 3apag 6aTtapen (LOW BATTERY) S - cepBucHbI pexkmnm (SERVICE PACKET)
W - cknaackoi pexkum (Warehouse mode) - - 3apesepsuposaHo (RFU)

KEY - cocTofaHMe yCTaHOBKM Kntoya WndpoBaHus;

DEV EUI - yH1KanbHbIM HOMep ycTponcTea DevEUL

Mepea nogkntoueHem K pagnomogemy Heobxoanmo 3agath FSK katoy, 4na aToro ncnonb3yetca
KomaHga set dlkey.

®opmat KomaHab! - set dlkey N, rae N — nopaakoBsbin Homep ycTpoicTea (Hanpumep, 1) nam
DevEUI (Hanpumep, 4F46901F31634951).

Mprmep KOMaHAbl C NOPAAKOBbLIM HOMEPOM:

set dlkey 1C22B17218763BF0E2938D73728742F41

WNAN YHUKabHbIM HOMEepoM YCTponCTBa:

set dlkey 4F46901F31634951 C22B17218763BFO0E2938D73728742F41

Bbibop ycTpoicTBa 4NA NoAKAKYeHMA ocyLecTBaaeTca KomaHaol select.

@®opmat komaHgbl - select N (rge, N - nopaakosbit Homep ycTporcTtea, DevEUl mau all).
AprymeHT all, no3BongeT BbIbpaTb BCe YCTPONCTBA, Yy KOTOPbIX yCcTaHoBeH FSK Kntwou.
Mpumep KomaHa:

select 1 vnu select all

MogkntoveHme ocylecTBnAeTcA KoMmaHaoM connect.

dopmat KomaHabl - connect N (rae N — nopAagKoBbIi HOMep YaCTOTHOro KaHasna CBA3N).
MNpumep KomaHgbl:

connect 0

connect 4F46901F31634951

KaHnanbl cBa3m o1 0 go 15 nexkat B npomexkyTke ¢ 864.7 MMy n 867.7 MlNy, c warom 0.2 Mly,

O
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Ecnn B6AM3N paboTatoT HeckonbKo agantepoB USB FSK KoHdurypaTopos

cneagyet Bbl6l/IpaTb Pa3Hble KaHa/ibl CBA3U

CNUCOK A40CTYMHbIX KaHA/0B CBA3M MOYHO NoAyunTb KomaHgou chlist:

T COM3 - Tera Term VT - o IEN
File Edit Zetup  Control  Window Help

I'Ipwvlep nocneanoBaTe/sibHOCTU KOMaHA AnAa nogxKnn4yeHnAa npeactasieH HmxKe:

fsk> set dlkey 1 AF3361CC4 /68D1BA9S6F04ABALSELDED
EES361CC&?68D189986F@&HB&&9E&D6D

fsk> select 1
0K

Tsk> connect 7
Selected ch: 866.100 HHz
Please wait for beacon...

DK
fsk> |

(o)
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Nocne nonyyeHmAa odvepegHoro maska B Buge Encryption Init OK ot ueneBoro
yCTPOMCTBA, OCyLecTBAAeTCa npouecc nogknwveHma. Ha ycnewHoe nogknt4veHve yKasbiBaeT

CMeHa 3arosi0BKa KoMaHAoM cTpoku Ha client>:

UID:
4F46901F31634951
Sending echo. ..

0K

Trying to set short address

Short address set 0K
Trying to i1nit encryption
Encryption Init OK

client>

TarmayT merxgy onepaumnmamm He MoxKeT npeBblwaTh 6oble 15 cekyHa. B
C/yyae npesbllleHnA KOHeYHoe YCTPOMCTBO 3aBepLUNT CeaHc CBA3N,

noTpebyeTca nepenogkaoyeHmne K yCTponcTay

NMocne ycnewHoro nogkntodeHna USB FSK koHdurypaTop nepexoaut B pexkum client. B

OaHHOM peXxunme yCTpOl\/JICTBO mmeetT oTgesnibHoe MeHH hElp:

n COM3 - Tera Term ¥T = B
Eile Edit Setup Control  Window  Help

get (param)
set (param)

power
uid -
esprom

activat
fregqplan
timezone
systime (
sxreq - Pri

reinit crypto -
logout (arqg) -

(e)
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5.4. [leakTuBauma pagmomogema

ﬂpOBepKa COCTOAHMA aKTBaUMKM OoCyLLecTBAAeTCA KoMaH4,0Mm get activation.

-Inix

Fle Edit Setup Control Window Help

get (param)
set (param) (valuel) [valuell..[valueN]
antenna {internal/external) - select antenna
power {2-20 dBm) - set output power
vid - get silicon unique id
eeprom (addr) [count rd1/{HEX wr) - r/w eeprom
arch {type 0/1) (rec#) - get archive
cnt (#) (val set) - get/set counter value
activation (act/deact) - device activation
freagplan (eu/kz/ru/by/ua’kg or idx) - LoRa freq plan
timezone (hh:mm} - timezone UTC offset
systime { dd/mm/yy hh:mm:ss )} - system time
sxreg - Print SK1276 register values
exit — return to discover mode
#dn - start client F¥ update (KMODEM)
fwcheck - check client FW and get versions
lora_dl (HEX)- emulate LoRa downlink
reboot - reboot client
reinit_crypto - reinit client crypto keys
logout {arg) - return to LoRa mode. Pass '1’ as arg to activate s
ervice beacons.

client> get activation

[eakTnBauua ycTponcTBa ocylecTenaeTca KomaHaon set activation deact:

i

File Edit Setup Control Window Help
E6DDESFIABN94863
D49D62166CE39409
129E885DGFF 66358
8CEBCCFB474CF135
2F1F2895FB66603F
8C952FB812E37FBA
7B32B093538AC983
C3AF42258EGEATB2
J037EALCCOCATDES
A94CDFEEERZAFF63

Trving to set short address
Short address set 0K

Trying to init encryption
Encryption Init OK

client> set activation deact

(o)
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Mocne geakTBaumm pagmMomogem HeobxoaMmo nepesarpysntb KomaHgomn reboot:
i x]

File Edit Setup Control Window Help

Trying to set short address
Short address set 0K

Trying to init encryption
Encryption Init OK

client> set activation deact

client>
deact

client> reboot

Nocne ycnewHon oTnpaBkmM KomaHabl reboot pagromogem nepenget B pexkum «Cknag».

[anee HeOH6X0AMMO 3aKPbITb KaHan CBA3M KOMaHAoM exit.

5.5. O6HOBEeHMe NporpaMmmMHOro obecrneyeHms

MamAaTb ycTpoMcTBa pasgesneHa Ha [AgBe 4acTu, OAHa BpemMeHHasa, BTOpas OCHOBHas.
Mpouecc o6HOBAEHMA COCTOUT M3 ABYX YacTen - 3anncb BO BPeMeHHYH 4acTb U nepeHoc B
OCHOBHYHO.

Tekyuwyto Bepcuto M0 morxKHO nonyunTb KomaHgoi fwcheck:

T COMS3 - Tera Term VT
File Edit Setup Control Window Help

client> fwcheck
client> Retrving...

Temp ver: CRC check failed

Main ver: 0.0.0.0

(e)
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Temp ver - cogepunt Bepcuio 10 BoO BpemeHHOM 4acTn NamaTu.
Main ver - cogepuT Bepcumio 10 B 0OCHOBHOM YacTu NamaTw.
[Ana o6bHoBneHMA nporpamMmHOro obecrneyeHua paguomogema HeobxoaMmo HabpaTb

KomaHay xdn:

client> fwcheck

CRC check failed
0.0.0.0

client> xdn

client> CCCCC[]

Heobxo04MMO NMOMHUTL, YTO TarmMmayT CceaHca CBA3U TepMWUHasbHOW NPorpamMmmMbl HE MOXKeT
npeBbiwaTe 60nee 15 cekyHa. 3a 370 BpemA HeobxoauMmo BbIGpaTb M OTApaBuUTL dann
o6HOBNEHMSA.

Bo wu36erkaHne OWMBOK TepmuHanbHOW nporpamMmbl ¢anabl 06HOBAEHMA cneayeTt

MMeHOBAaTb TO/IbKO IATUHCKNMU CMMBO/1aMK, Hanpumep:

T Tera Term: XMODEM Send *

MNanka: source «| @ ¥ = @

[1ras Jarta nameHeHnA Ti
| BootloaderUpdate_OrionLighting_v02c.oef 10,01.2019 12:.07 i1
| lighting_hw(2_cz_4boot.oef 10,01.2019 1212 i1

L4 >
Wram paiina: | | | CmephITe
Tun alinos: | A7) e Omeqa

Cnpaska
Option
[T
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[na oTnpaBku ¢parna Bo BKnagKax Bbibnpaem File > Transfer > XMODEM > Send,

3aTem B ¢pansoBom MmeHegKepe Bbibnpaem dann obHoBNAeHMA C paclumnpeHmem *.oef:

File Edit Setup Control Window Help

Mew connection... Alt+M
Duplicate sessicn Alt+D
Cygwin connection Alt+G
Log..

Comment to Log...

View Log

Show Log dialog...

Send file...

Transfer > Kermit »

S5H 5CP... KXMODEM > Receive...
Change directory... ¥MODEM ¥ Send...
Replay Loqg... ZMODEM ]

TTY Record —liE ’

TTY Replay Cuick-VAN

Print... Alt+P

Disconnect Alt+]

Exait Alt+0)

Ezat All

Mocne Bbibopa ¢alina obHoBNAEHMA M NMoATBepXHaeHUA Bbibopa HEOB6X0AMMO A0XAATbCA

oTnpaBku ¢painna c obHoBAEHMEeM:

LT

| File Edit Setup Control Window Help

client> fuwcheck

CRC check failed
N.0.0.0

Tera Term: XMODEM Send

client> xdn Filename: ‘BuutluaderUpdate_Drﬂ

client> CD Protocol: XMODEM [CRC]
Packetd: k)|
Bytes transferred: 3968
Elapsed time: 0:07 [530Bvytes/s]

10.5%

(e)
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Mo 3aBeplieHU0 06HOBAEHMA AOMKHO NoABMTbLCA noaTeepxaeHne OK, uTo

csuagertennbCcTByeT 06 ycrewHom 3asepLlieHnn 06HOBMEHMA pagnomogema:

client> xdn

client> CC

0K, flushing buffers...
0K

Mocne o6HOBAEHMA peKoMeHAyeTCA MpPOoBepuUTb Bepcuo MPOrpamMmmHoOro obecrneyeHus

komaHaom fwcheck:

client> fwcheck
client> Retrving. ..

Temp ver: 0.0.0.0
Main ver: 8.1.0.2
0K

[anee HeobxoaMMO nepe3arpy3nTb YCTPOMNCTBO KOMaHA0M reboot, 1 3aKkpbiTb KaHan cBA3MU

KomMaHaom exit:

client?> reboot

client> Retrving...
Retrving. ..
Retrving. ..
Retrving. ..
Retrving. ..
Sorry, no response

client> exit

MporpammHoe obecrneyeHne pagrMomogema ycrnewHo 06HOB/eHo.
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6. MPOTOKO/1 OBMEHA PAOAVOMOAEMA

B agaHHOM pa3gene onmMcaH nMNpPoOTOKOAN obmeHa AAdHHbIMN  MeXgy pagnomogemom

Orionmeter LA-IP-12C c CepBepom npunoxxenuin B cet LoRaWAN.

6.1. lMepepava gaHHbIX Pagnomogemom Ha CepBep NpuaoxKeHuin

CTpyKTypa nakeTa C gaHHbIMMK, NepegaBaemblix pagnomogemom Ha CepBep NpuoXKeHUn,

nmeet BUA:
FLAGS PAYLOAD [0] PAYLOAD [1] | PAYLOAD [x]

ANNHA 1 1 1
3HAYEHNE | 0Ox78 0..255 CmoTpu HUXKe Maccus Maccus Maccus

3HayeHusa nonen, rnepegaBaemble B NnakeTe C gaHHbIMK nNpeacTtaBnieHbl HNxKe.

6.1.1. Nludopmauyma o Bepcmu NpoToOKoNA

MonelD coaepXXnT OoTBeT Ha 3anpoc VI,CI,QHTVICI)MKaTODa BepCcnm NpoToKoaa.

6.1.2. NHdopmauma o Homepe onepaumm obmeHa

Homep onepaunm obmeHa nepegaetca B nosne SEQ c 0 ao 255.

6.1.3. MHdopmayma o cocToaHUKM pagmomogema

MNone FLAGS, B KOTOpoM NepeaatoTca 6uTbl GaroB COCTOAHMA YCTPOMCTBA NpeacTaBeHbl

HUXKe:
3HAYEHUNE FLAGS

bit O HU3KWI 3apAg d3nemeHTa NMTaHuA
bit1 HM3KaA TemnepaTypa
bit 2 BblCOKaA TemnepaTtypa
bit 3 TpuUrrepHoe cocTofsHMe gaTtyumKka Xonna
bit 4 pe3eps
bit 5 3anpoc Ha 06HOBAEHMe BpemMeHHU
bit 6 peseps
bit 7 peseps
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6.1.4. PAYLOAD ot pagnomogema

NMone PAYLOAD 370 maccuB C gaHHbIMUK, NepegaBaemble oT Pagnomogema Ha Cepsep, nonsa
KOTOpPOro rnepegarnTca nocsnegosaTensHo B nakete, Hanpumep: PAYLOAD [0], PAYLOAD [1], ...
PAYLOAD [n].

CtpykTypa kKaxkgoro PAYLOAD nmeet Bug;

GOPMAT AAHHbIE
ONHA 1
3HAYEHNE CmMoTpu HMXKe Maccus

6.1.4.1. ®opmaT gaHHbIX MaccuBa OT paguomogema

3HaveHuna nona @OPMAT morkeT cogeprkaTth ciegyrolme gaHHble:

OOPMAT OAHHbIE
0x00 peseps
0x01 peseps
0x06 peseps
0x07 TpeBoyHble cobbiTvA (tamper data)
0x08 CepBUCHbIN NakeT gaHHbIX (service data)
0x09 peseps
Ox0A pe3eps
0x12 nakeT C gaHHbIMKM O TemnepaType M OTHOCUTEsIbHOM BAAXKHOCTU

(SENSORS data)
OxFE peseps
OxFF peseps

®opmaT gaHHbIX yKa3sbiBaeTca B 1 6anTe Payload. MNocneaytowme 6anTol yxKe cogepsaT

nHdopmaumto cornacHo Tuny Payload: Tamper data, Service data, SENSORS data.
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6.1.4.1.1. Tamper data (TpeBosKHble co6bITUA)

B 3Tom nakeTe nepegaetca MHpopmMaLMa 0 Npoun3oedlmx cobbiTUAX, @ TaKKe Tekyllee

COCTOAHMEe yCTponcTBa:

Metka CobbiTe TS_DELTA Co6bbite TS_DELTA CobbiTHe

EV_COUNT/STATE

BpemeHn  [0] [1] [1] [x] [x]
[INHA 1 4 1 2 1 2 1

KOM-BO COObITUN B| Havano |cmotpu |TIMESTAMP| cmoTtpu |TIMESTAM| cmoTpu

nakerte/Tekyuwee |otyeTHoro| HmKe |+TS_DELTA,| Hwmxke |P+TS_DELT| Huxke
COCTOfAHME, CM. nepuoga max 18 A max18
Tabnnuy Huxe hours hours

3HAYEHWNE

B none EV_COUNT/STATE cogepkutca MHPoOpMaLMa O KOAMYECTBE COObITUIM U TeKyllee

cocToaHue:
EV_COUNT/STATE
bit [0 ...5] EV_COUNT, 1...63
bit 6 Peseps
bit 7 Peseps

B none CobbiTue [x] nepegatoTca 6GUTLI COCTOAHUIA:

Co6biTue [X] OnucaHue
bit 0 BO34eNCcTBUe Ha AaTuuk Xonna (aKTUBHbIN)
bit1...3 Peseps
bit 4 BO34eNCTBMe Ha AaTuuMK Xonna npexkpalieHo (He akTUBHbIN)
bit5...7 Peseps
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6.1.4.1.2. Service data (cepBMCHbIN NAKeT AaHHbIX)

CepBUCHbIN NakeT AaHHbIX OTNPaBAAeTCA MpPW BKAKYEHWUW, nepesarpy3ke pagvomogema

nnu no 3anpocy. CTpyKTypa 4aHHOro nakeTa npegctaBneHa HUxKe:

Tun [aHHble
ONVHA 1
3HAYEHNE CMOTPU HUXKe MaccuB

Tun gaHHbIX N0 6anMTam O3HaYaerT:

Tun ‘ OnucaHwne nona ‘
NHdbopmauma o Bepcun 1 NpuymMHe nepe3arpy3Kku yCTPOMCTBA COAepPHKNTCA

0x00 B payload FW_VER, KoTopbin oTnpaBnAeTca nNpu BKAKYEHUU WUAU Npu
nepesarpy3ke paguomogema

OxO01 JHepreTnyeckasa MHPopMaLMA 0 COCTOAHUN 31emMeHTa NUTaHUA, O BpeMeHMU
paboTbl B pexkume nepegaum n gp. OTnpasnaeTca no 3anpocy

0x02 CFG RESULT otnpaBnfeTca KakKk OTBeT Ha BXO4AWMA NakeT C
KoHburypaumen

0x03 CFG_ID oTnpaBndeTca Kak OTBET Ha BXOAALWMA NakeT C KoHduUrypauymewn, a
KoHduUrypauma umeeT ngeHtudunrkaTtop (Bepcumio)
CUR FW oTnpasnseTca Kak oTeeT (CoCToAHMe M 3anpoc cieayrowero 610Ka)

0x04 N
Ha BXogAwui naket obHosneHna FW_VER

0x05 3Ha4YeHMe HanpAaxKeHnAa baTapen 1 TemnepaTypa, OTNPaBAAETCA No 3anpocy

0x06 RSSI_SNR_INFO wvHdopmauua 06 ypoBHE MPUHMMAeEmMoro CcurHana w
COOTHOLLEHUU CUrHan/Wwym ana nocaegHero NpUHATONo nakeTa

0x07 Pe3eps

0x08 Peseps

0x09 Peseps

Ox0A Peseps

O
. TOO «OpunoH Cuctema» | Bce npasa 3awmileHsl | 2022
OrlonM2M P > | P Sl |
O,

Bepcua gokymenTa: 07




ORIONMETER | MO/E/Ib LA-IP-12C | PykoBoaCTBO Mo aKcnayaTaLmm
27

3HauyeHua [Nonen gaHHbIX U UX COCTaB:

1) Crpykrypa naketa FW_VER:

BanTbl

GITSHAT (nepssie 4 FW VER RESET SOURCE ADDR (24 bit)
6anTa)
7 - low power
. 0 -general/1-
bit 23 HardFault
6 - W-watchdog ardrad
5 - I-watchdog
4 - By software
3-POR
bit0...22 Address
2 - Reset Pin
1- Options Clrd
0 -Firewall
GIT SHA1 - BHyTpeHHUM ngeHTudmnkatop sepcum N0
FW VER - ny6anuHbin ngeHtudmnkaTop sepcum M0
RESET SOURCE - ncTtouHmMK nepesarpy3sku
ADDR - otnagouHaa nHbopmauma
2) JHepreTuyeckaa MHGoOpmaLUS:
olLe o 0 = o
0x00
0x01
0x02 40 bit unsigned int M3pacxogoBaHHbIM 3apag, B MKKA
0x03
0Ox04
0x05
0x06 24 bit unsigned int Kon-Bo nepegaHHbIX NakeToB
0x07
0x08
0x09 Uint32 Bpemsa paboTbl nepegatymnka, mc
Ox0A
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0x0B
0x0C — HanpasxeHuve Ha 6aTapee BO BpeMA nocneHeii
0x0D nepegauu (nog Harpyskoit), mB

3) Crpykrypa naketa CFG RESULT:

O/TMHA 2

3HAYEHNE CMOTPU HUMXKe

B none [aHHbie, naketa CFG RESULT, nepegatotca 6uthl 16-T1 dnaros, 3Ha4YeHNA KOTOPbIX

VYKa3blBAOT HA pe3yabTaT BbIMNO/IHEHHOM onepauunu:

bit 0 pe3ynbTaT, KoHdurypauma 1

bit1 pe3ynbTaT, KoHburypauma 2
bit 2 pe3ynbTaT, KoHburypauma 3
bit 3 pe3ynbTaT, KoHdurypaumua 4
bit 4 pe3ynbTaT, KoHOUrypayma 5
bit 5 pe3ynbTaT, KoHOUrypauma 6
bit 6 pe3ynbTaT, KoHPuUrypauusa 7
bit7 pe3ynbTaT, KoHOUrypauma 8
bit 8 pe3ynbTaT, KoHOUrypauma 9
bit 9 pe3ynbTaT, KoHUrypauma 10
bit 10 pe3ynbTaT, KoHPurypauma 11
bit 1 pe3ynbTaT, KoHdurypauma 12
bit12 pe3ynbTaT, KoHOUrypauma 13
bit13 pe3ynbTaT, KoHdurypauma 14
bit 14 pe3ynbTaT, KoHOUrypauma 15
bit 15 pe3ynbTaT, KoHOUrypauma 16

Mpumep. Ecnn nepegasanoch ABe KoHGUrypaumm (3agaTb NapameTpbl CYETHOrO BX0Ad, 3a4aThb
MHTepBan 6MKoHa), To ABa Mnaawmnx 6uta byayT COOTBETCTBOBATL pe3y/ibTaTtamM 3TUX onepauuii,
a nocsnefoBaTeNbHOCTb COOTBETCTBOBATbL TOM, B KOTOPOM KOHOUrypauum nepegasanmcb. TaKkxKe

HeobxoaMmMo 06paTUTb BHUMAHME Ha TO, YTO HA KOPPEeKLMI0 BpemMeHM YCTPOMCTBO HMKorga He
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oTBeYaeT M 3TOT NakeT Haao nponyckaTb. Ho, ecnv Kpome KoppeKkuum BpemMeHn B nakeTte

3a42aHMA CUCTEeMHbIX NapamMeTpoB 6blIn 1 Apyrue Noaa, TO TaKoM NakeT NPonycKaTb He Hago.

4) CTpyKTypa nakeTa oTBeTa Ha oTApasaeHHY KoHdurypaunio CFG_ID:

BLOCK ID
AONNHA 1 1
0x09
3HAYEHUE (SENSORS CFG - cogepsKuT OTBeT Ha uints

oTnpasneHHble CepBepom gaHHbIe 0
KoHbUrypaunm gaTumka)

3.1) None CFG_ID cogeps>KUT TeKyLLUMA HoOMep KOHPUrypaumm (ToT »Ke naeHTUdUKaTop, Y4To 6bin

oTnpasneH Cepsepom). Hymepauma HaumHaeTca ¢ «0».

5) Crpykrypa naketa RSSI_SNR_INFO:

RSSI SNR
OHA 1
3HAYEHUNE int16_t int 8_t

B none RSSI nepegatoTca 3HaueHMa ypoBHA NpUHMMaemMoro curHana, a B none SNR nepegatotca

3Ha4eHunA oTHoweHunAa CUMHAJ/LWLYM, 3anpawwvBaemsie c CepBepa.
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6.1.4.1.3. SENSORS data (nakeT ¢ gaHHbIMM 0 TemrnepaType U 0THOCUTE/IbHOM BAAXKHOCTN)

NakeTt gaHHbIX SENSORS data cogepr<uT:

(@Y IR 0x 00| 0x01|0x02|0x03| Ox04 0x05 0x06| ...
3Ha4yeHuA
napameTpa 3HadeHuAa
TIMESTAMP FLAGS| '@PaMeTp |  pARAM | | Mapametp napamerpa
(unit32 LE) HDR1 VALUE HDRN PARAM VALUE
(nepemenHasn (nepemeHHana gnnHa)
AAVHA)

1) DNone TIMESTAMP nmeet Bua: value + 946684800 = UNIX time stamp
2) [anuble nona FLAGS:

but Onucanune
0...1 Homep gaTtumka (0... 2)
> 4 KO/1-BO M3MepeHHbIX napameTpos + 1 (T. e. 3HaueHure 0 = T napameTp;
3HayeHue 7 = 8 napameTpos )
5 Peseps
6 MpucyTcTBYeT None "BbIXoA4 3a rpaHuubl Nnpegenos”
7 0: B none PAR_ID yKa3biBaeTca nuamepaembii napamerp;
1: B none PAR_ID yKa3biBaeTca Homep KaHana.

3) Nona gaHHbLIX C TUNAaMu cHUMaeMbix napameTtpos HDR:

but Mone 3HayeHue OnucaHue

TemnepaTypa

dasneHue

Pacxog

MapameTp YpoBeHb

(PAR_ID)

Pezeps

BnarkHocTb

KoHueHTpauua

Pezeps
8
16 LE
24 LE
32 LE

3...4 |PaspadHocmsb, 6UT

W N, |O|N|OjUV | | W |N|[=|O
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0 1
1 0,1
5...6 KosdduumeHT , 001
3 0,001
. 3hax 0 3Ha4veHuMe unsigned
1 3HauyeHune signed
4) Nona maccusa PARAM VALUE cogepy<aT 3Ha4yeHuA:
CmeuweHre Pasmep (6ainT) But OnucaHue
0 LL, BbIX0O4 32 npegen
1 L, BbIXOg 3a npegen
2 H, BbIX0A4 3a npegen
0 : 3 HH, BbiIxog 3a npegen
4 LL, BO3BpaT K HOpme
5 L, BO3BpaT K HOpMme
6 H, Bo3BpaT K HoOpMme
7 HH, Bo3BpaT K HOpme
0/1 1-4 uint8 / uint16 / uint24 / uint32, 3asncnt ot PA3PAAHOCTU B
nosne gaHHbix HDR

* - Bbixog 3a rpaHnubl npegenos. [aHHoe none NPUCYyTCTBYEeT TO/IbKO B TOM C/iydae, eCnun

ycTaHoBneH 6uT 6 Bo FLAGS.
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6.2. lNepegayva gaHHbIX OT CepBepa Ha pagnomogem

CTpyKTypa nakeTa c AaHHbIMU, oTrpaBnaembix Cepsepom Ha paguomogem, umeeT BUA:

FLAGS PAYLOAD [0] PAYLOAD [1] | PAYLOAD [n]
AOIMHA 1 1 1

3HAYEHNE | 0Ox78 0..255 CmoTpu HMXKe MaccuB MaccuB Maccus

3HayeHuA nosemn, NnepegaBaemblie B NakeTe C AaHHbIMKW NpeacTaB/ieHbl HUXKe.

6.2.1. lHdopmauusa o Bepcum NpoTOKONA

Mone ID cogepk1T 3anpoc ngeHTMdunKaTopa Bepcmm NpoToKona — 3HayeHmne Bcerga 0x78.

6.2.2. MIHdopmauma o Homepe onepaumm obmeHa

Homep onepaumn obmeHa nepegaetca B none SEQ c 0 go 255.

6.2.3. NlHdopmauma o cocToAaHUM pagmomogema

Mone FLAGS, B KOTOpOM nepegatoTca 6UTbl GnaroB KoMaHAa:

3HAYEHUNE FLAGS

0x00 ADD RSSI INFO (go6aBuTbh K oTBeTHOMY nakeTy uHdpopmauuto 06 RSSI u
SNR npu ycnosuun, 4To 3anpoc npeaycmMmaTpMBaeT OTBETHbIN Naker)

001 REDUCE DC (BpemeHHO ymeHblwmnTb LoRa DutyCycle. Ucnonb3yetca ana
TOro, 4To6bl 6LICTPO NepeaaTh HECKO/bLKO MAaKeToB C KoHbUrypauuein)

0x02 pe3eps

0x07 peseps

6.2.4. PAYLOAD ot CepBepa

NMone PAYLOAD 510 maccuB € nepegaBaembix gaHHbix CepBepom Ha Pagnomogem, nonsa
KOTOpPOro rnepegarnTca nocsegosaTensHO B nakere, Hanpumep: PAYLOAD [0], PAYLOAD [1], ...

PAYLOAD [n]. CTpyKTypa Kaxkgoro maccmsa PAYLOAD vnmeeT BuA:

dopmat OnnHa [aHHble
OJTMHA 1 1 ANnHa
3HAYEHNE CMOTPU HUXKe aAnvHa MaccuB
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3HauyeHuna nona @OPMAT cogepKaT cregyroline 3Ha4eHus:

®dopmat OnucaHve nonsa
SYSTEM CFG - cogepuT gaHHble KOHOUrypaumm CUCTeMHbIX HacTpOoekK:
0x00 BpemMeHu, COCTOAHMA YCTPOMCTBA, MWHTEpPBasOB Mepegayn Cay*KebHbIx
nakeToB, Nepe3arpy3Ke yCcTponcTBa n ap.
0x09 SENSORS CFG - KoHUrypauma gaTymka
OxM REQUEST SERVICE INFO - 3anpoc cepBucHoM nHdopmaymu
OxFF Pe3eps

6.2.4.1.1. SYSTEM CFG (cucTtemHble HaCTPOMNKM)

MaccuB c cuctemHbiMmun HacTporikamun SYSTEM CFG cocTouT:

CMDID[0] AdaHHbie[0] CMDID[1] AaHHbie[1] CMDID[n] AdaHHble [n]
OJIMHA 1 nepemeHHas 1 nepemeHHasn 1 nepemeHHas
KoMaHAa, AaHHble KOMaHAa, AaHHble KOMaHAa, AaHHble
3HAYEHNE cMmoTpu cMoTpuU cMoTpuU
HusKe (ecnu ectb) UK (ecnu ecTb) VoK (ecnu ecTb)

Mona maccmea CMD ID n flaHHbIe MOryT NpUHUMaTh Clegyrolve BapuaHTbl:

CMDID CMD NAME [aHHble LIE OnucaHue
AAHHbIX
0x00 |SET DATETIME timestamp 4 3apaHue spemenu (MeTka + 946684800 =
UNIX time stamp)
0x01 REBOOT - 0 [Nepe3arpy3Ka ycTponcrea
NeakTtusauua yctpoiictea (mepesog B
0x02 | DEACTIVATE MAGIC WORD 4 peskim cknaz), MAGIC WORD =
NHTepBan nepegaun 6uKoH-nakeTa FSK (B
Ox03 BEACON ITV Interval. sec 2 CeKyHaax, uintl6_t). B 3aBucumoctn ot
' TUMa YCTPOMNCTBA pe3ynbTaT MOXKeT bbiTb
OKpyrneH, Ha npumep, 4o 10 cekyHg,
Temperature Moporu Temnepatypsbl (4Ba 3HaYeHUA -
0x04 | Temper. THR thresholds, H/L 2 CHauyana HMMKHUIM, 3aTem BepxXHui, int8_t)
0x05 | TAMPER RST Tamper source 1 C6poc TAMPER-co6bITuin. lna copoca Bcex
flags - Tamper source = OxFF
0x06 UTC offset | cmewenneB15 1 3HakoBoe (int8) 3HauyeHve cmeLLeHUn
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MMUHYTHbIX BpemMeHHOM 30Hbl oTHocuTenbHo UTC, ana
NHTepBanax UTC+6=24 (15*24=360)
Battery meToz,
Ox0C capacity n3mepeHun 1 0: MuTerpuposaHme (No ymonuaHui);
X N
measurement| ocTaswenca 1: NageHne HanpAaXKeHMA Nog Harpy3Kow

method eMKoCTu baTapeu

6.2.4.1.1. SENSORS CFG (koHUrypauma gaTumnka)

lNakeT gaHHbIX C BapnaHTamMuy HacTpoekK AaTuunKa, cogeprkawmeca B nakete SENSORS CFG:

CmewleHune Tun OnucaHue
0x00 unit8 Homep gatumka (0... 3)
CFG_ID:
x0T Units 0 - He NpUMeHSAeTCH, BePHYTb TEKYLLYHO;
1... 254 - HoBaA KOHUrypauus;
255 - npumeHATb Bceraa
0x02 unit8 CMD_ID (cmoTpu HUxKe)
0x03
Maccus [ ] [aHHble
N unit8 CmMD_ID
N-+1 Maccus [ ] [aHHble

Mona maccnea CMD_ID moryT npyHUMaTh cieayolme BapuaHThbl:

NnunHa nona

CMD_ID Tun R OnucaHue
Maccus[2] 2 AKTMBauMA/geakTUBaUMA gaTuMKa U KaHaNoB
0x00 _ namepeHus, PyHKLUN apXUBMPOBaHNA
unit8d (cmoTpu Huke n.1)
0x01 Peseps
3 NHTepBanbl UaMmepeHUa U apxXxuBUpoOBaHUA
0x02 struct MrHOBEHHbIX 3HAYeHUM
(cmoTpu HUsKe n. 2)
0x03 struct 2_5 HacTpoika nHTepBanoB nepegayv 3Ha4YeHUN
(cmoTpu HUsKe n.3)
Ox04 struct 2-9 3agaHue npegenos u wkKan (CMoTpu HUKe n.4)
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[JeakTnsauua npegenos/cobbiTUN
OxO5 struct v [nAa BbIBpaHHbIX KaHaNoB NpumMmeHaTca daarn cobbITUiA,
T. €. AeaKTUBMPYHTCA TONbKO Te, rae ycTaHoBneH dnar
cobbiTna. Onepauyua "&= ~"
AKTUBaUMA npeaenoB/cobbiTUM
0x06 Maccus [2] > [na BbIBpaHHbIX KaHaN0B NpuMeHAaTca ¢aarn cobbiTui,
unit8 T. €. aKTMBUPYKTCA TONbKO Te, rge yctaHoBseH dnar
cobbITna. Onepaumsa "[="
3agaHue npegenoB/cobbiTUN
0x07 Maccus [2] > [na BbIOpaHHbIX KaHaNoB NpUMeHaTCA ¢aaru cobbiTuin
unit8 (0-geakTnBMpoBaHo, 1 - akTUBUPOBAHO).
Onepauyyg "="
0x08 unit8 1 NamepeHHble 3HaueHunAa ( popmaTt nepegaumn )
Bo3mo¥KHble 3HauYeHnA 6aliTa B Nose gaHHbIX:
OxFF unit8 1 0: c6poCcnTb KOHOUrYpaLIMIO HA MO YMOYAHUID;
1: BCe OTKNH4YUTD.

1) AKTMBauua/geakTMBaUMA A4AaTUYMKA, KAHAOB U3MmepeHus, DYHKLUNN apXMBUPOBAHUSA:

bant 0 bant 1 Bapuant c HDC1080 BapwanTt c BMEG8O
N3mepeHne ApxmBauyma MNapameTp

but0 but0 |KananO Temnepatypa, °C, TemnepaTtypa*, °C

(-40...+125)

But1 But1 Kanan 1| BnaxkHocTtb*, %, (0 ... 100) BnakHocTb*, %

but 2 but 2 Kanan 2 Peseps MHaekc kavecTBa Bo3ayxa™

but 3 but 3 Kanan 3 Peseps ATmocdepHoe gaBneHune, Klla

but 4 but4 |Kanan 4 Peseps Pe3eps

but 5 but5 Kanan 5 Pe3eps Pe3eps

but 6 but6 |Kanan6 Peseps Peseps

but7 - JaTtumk [JaTunK akTMBMpPOBaH

* — aKTUBMPOBAH N0 YMOAYAHUIO
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2) WHTepBanbl M3mepeHUsa N apXMBUPOBAHUA MrHOBEHHbIX 3HAYEHUIA:

[Jvana3oH BO3MOMHbIX

Bant Tun OnucaHue o
3HaueHun
0 .
] Uint16 LE NHTepBan namepeHus, cexk 210 ceKyHg
NHTepBan apxmBMpoBaHUA, 4ennTesb
Ecan pgenuntens = 0, TO 3HaydeHue
APXUBUPYETCA NPU KarkgaoM CUUTbIBAHUN,
) T. e. nepwvo aBeH nepwo onpoca
2 Uint8 PVIOA P pviodly omp 0...255
gaTyuka.
Ecrm pgenutens = 1, TO 3HaydeHue
apxuBupyeTca B 2 pasa pexe, 4yem
NPOUCXOANT CHUTbIBAHME.

3) HacTpoiika UHTepBasoB Nnepegayn 3HaYeHUI:

CmeweHne Tun  but / NapameTp CTpyKTypa

AKTMBaUMA/geakTuBauma
MeTOo40B OTNPaBKMU

HacTpowka nepmnognyeckomn
1 OTMNPaBKN MFHOBEHHbIX
3Ha4YeHunn

HacTpowka pacnucanma
2 OTNPaBKN MrHOBEHHbIX

ouTtbl 2...0 3HEUeHU

KOMaHga

HacTpowka nepmnognyeckom
OTNpPaBKM apxmBea

0 Uint8
®naru / KomaHga

Peseps

LoRaWAN
WMBUS
VARBEACON

butbl 7...5 Peseps

NHTepdeinc
6uThl 4 ... 3

N = O|Yd|O|u |+

MpoaonrkeHue Tabn. HUKe
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Bnok AaHHbix (ecnn 3agaHa komaHga 0)

EuT O lNepuoagnyeckan oTnpaBKa,
MrHOBEHHble 3Ha4YeHusa
BT 1 OTnpaBKa No pacnmcaHuio,
MrHOBEHHble 3Ha4YeHusa
BuT 2 lNepuoagnyeckan oTnpaBKa,
KomaHga 0: apxus ( pacnucaxue 0)
1 AKTUBALNA Uint8 BuT 3 lNepuoagnyeckan oTnpaBKa,
/AeaKTUBALNA apxus ( pacnucaHue 1)
MeTOo40B OTMPaBKMU
EuT 4 lNeprnognyeckana oTrnpaskKa,
apxus ( pacnucanue 2)
MNepmnognyeckaa oTnpaBKa,
but 5
apxus ( pacnucaxue 3)
but7...6 Peseps
Bnok AaHHbix (ecnu 3agaHa komaHaa 1)
KomaHga 1:
Hactpoiika lNepuvog B ceKyHaax
1 I'IEpMO,CI,W—IECKOﬁ UINT24 >=10 MUWHYT AnAa LoRaWAN
oTrnpaBKu LE >=5 munyT gna WMBUS
MrHOBEHHbIX >=20 cexkyHa ana VarBeacon
3Ha4YeHun

Bnok AaHHbix (ecnv 3agaHa KomaHaa 2)

KomaHga 2:
HacTpownka pacnncaHuma

1 B pa3paboTke
OTNpaBKMN MrHOBEHHbIX
3HauYeHuMn
Bnok AaHHbIX (ecnu 3agaHa KomaHaa 3)
but1...0 Homep pacnucanmna 0 ... 3
1 Uint8 Kon-Bo 3anucei apxmea +1
butr7...2
(0...63)
2 Uints EnT 6. O Bbi6op KaHanos ( Ka)kabin
KomaHga 3: 61T 3agaeT Homep KaHana )
Hactpoiika But11...0 - Nutepsan (0 ... 4095)
nepmoan4eckomn
0 | MHTepBan 3agaH B cekyHaax
OTNpPaBKM apxmBa
i 1 VIHTepBan 3agaH B MUHYTax
3 Uint16 EuT13 . 12 P y
LE 2 NHTepBan 3agaH B 4acax
3 NHTepBan 3agaH B cyTKax
but15...14 Peseps
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4) 3apaHuve npegenos M LWKa:

CmelLeHue But / Tun OnuvcaHue Pasmep 610Ka gaHHbIX, 6anT
Buter 2...0 Homep Kaana
(0...6)
0:LL/HH
TL/H
2: [ncTepesnc 1
3: Wkana
AaTuunkKa, 9
0 BUTOBbIE NoAA Bbibop npegena | butel 5...3 KO3bdULMEHTbI
Pesepe
Peseps
Peseps
Peseps
BuTbl 6 Peseps
butbl 7 Peseps
Bbnok gaHHbIX
1 UINT16 LE 3HaHEHMELéé;;fif%ﬂ;&?gggg(te'8096:
LL//HH nan L/H %100 (v.c. 50%
3 unTIsLe | e poesere o
1 McTep-c UINT8 %. 0T 0 go 100

HU»KHWI Npegen M3mepeHunsa gaTumnka,
1 INT32 LE $u3nyeckure eguHunLbl. MicnonbsyeTtca ana
KOHBEepTauMmM 3Ha4eH1A B NPOLeHTbI.

BepxHuit npegen namepeHuns gatumka,

5 INT32 LE $u3nyeckure eguHunLbl. MicnonbsyeTtca ana
Tun u pasmep 6n0oka KOHBepTaunu 3Ha4eHMA B MPOLEeHTbI.
O@HHbIX 3aBUCUT OT
Bbl6paHHOro npegena 0 1->1

1 1->0.1

LLkana gaTuunKa, KoapuLMeHT ~

KO3 PUUMEHTDI Buter 2:0 2 1->0.01

3 1->0.001
9 UINT8 0 8-bit
pa3spAaHOCTb 1 16-bit

Butbl 5:3 2 24-bit

3 32-bit

but 6 3HayeHMe 3HaKoBoe

(e)
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6.2.4.1.2. REQUEST SERVICE INFO (3anpoc cepsucHoi MHdopmaumm)

MNaket gaHHbIx REQUEST SERVICE INFO cnyXunt gna ocywecTsneHus 3anpoca CepBUCHbIX

[AaHHbIX pagMomogema:

Tun nHdopmauymm

O/IMHA 1

3HAYEHWE Tun 3anpawmBaemblX 4aHHbIX

Tun nHdopmauum MmoxKeT NPUHUMATL CegyroLme 3HaYeHUS:

Tun nndopmauumn

3HAYEHNE ONMCAHNE

JHepreTuyeckaa uWHpoOpmMauMAa: HanpaxkeHue 6aTapeu nog HarpysKom,
0x00 M3pacxogoBaHHbIA 3apAag, Bpemsa paboTbl B perknme nepegayu, Koam4yecTso
nepegaHHbIX NAaKeToB

0x01

0x02

Peseps

OxFF
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7. NMPABUIA XPAHEHWA N TPAHCINOPTUPOBAHWA

Pagnomogem ynakoBbiBaeTcA B KOPOOKy-6AMCTEp CO BAOXKEHHbIM MacrnopTomM W
BHECEHHbIM B Hero 3aBogCcKoro Homepa, otTmeToK OTK 1 gaTbl ynakoBKu.

XpaHeHne paguomogema OCyLlecTBASeTCA B HeHapyleHHOM ynakoBKe npeanpuaTtua-
M3roToBMTENA B CyXOM OTaniMBaemMom nomewieHun npm Temnepatype ot +5°C go +40°C um
OTHOCUTENbHOM BAAXKHOCTU He 6onee 85%. B nomeweHun ans XpaHeHMsa He AOAXKHO ObiTb
TOKOMNPOBOAALLEN NblAX, NAPOB KMUCAOT U LWesoyen, a TakKe ra3os, Bbi3biBAOLWMX KOPPO3UKO U
pa3pyLlaroLwmMx N30AALMI.

Pagnomogem moyeT TpaHCNoOpTMPOBaTLCA aBTOMOOUALHbLIM, PEYHBIM, ¥efe3HO40POMHKHbIM
M  aBMAUMOHHBLIM TpaHcnopTom (Kpome pasrepmeTM3MpoBaHHbLIX OTCEeKOB) Ha ftobbie

paccToaHmAa npu TemnepaTtype oT -40°C go +85°C.

8. CBEAEHWA OB YTUINU3ALUUN

Mo OKOHYaAHMWM CpPOKa 3KCMAyaTauuu nlgenme AOMAXKHO ObiTb YTUAN3UPOBAHO AONMKHbLIM
ob6pasom. [1n8 3Toro Heob6xoANMMO Pas3pPALaUTL aKKYMYAATOP N YyTUAN3MPOBATbL B COOTBETCTBUN C
HOpMamMKM OXpaHbl OKpy*Kawwen cpegbl. [Ana noayyeHMa nogpobHon uHbopmMauum o
NpaBUAbHOM  yTUAM3AUMM U34enua obpaTuTecb B  MeCTHble MO/IHOMOYHbIe OpraHbl,

OTBeTCTBEeHHbIe 3a yTUam3auunto.

(e)
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9. MAPKNPOBKA 1 KOMIJTIEKT NMOCTABKK

MapKMDOBO‘-IHbIe 3TUKETKN pPacnosioXeHbl Ha Kopnyce M Ha nnarte pagunomogema. MNx
Hannyme ABnAeTca cCBuageTenbCTtBomMm TOro, 4Tto O60py,ﬂ,OBaHMe npowsano npoBepry OTK

rlpe,EI,I'IpMFlTMFl-M3I'OTOBVITEI'IFI.

9.1. MapkupoBKa

MapKunpoBKa 060pya0BaHMA BbiNoHEHA B BUAE HaKNenBaeMblX STUKETOK N COAePIHKUT:
e HammeHoBaHMe nsgenus;
e lageHTndUMKaTOp M 3aBOLCKON HOMEpP YCTPONCTBA;
e ToBapHbLI 3HAK NpegnpuaTuS;
e Bepcua paguomogema;
e QR-kogbl;
¢ LoRa Device EUl Heobxoanmblii gna permctpaymm.

yctpovicTea B cet LoRaWAN (B aaHHOM cnyuae: A2ZB7C8EDI944EF21).

BHewHMN BUA 3TUKETOK, PacnosioXKeHHbIX Ha Kopryce pagMomMmogema:

!a' " 'IE

T OrionM2M
— o I:j}ﬁ-"!ORlONMETER
LA-IP-12C 0.0.9.5
E E EH[ .F;ﬁ00000446
ORIONMETER B %1% A2B7C8ED9944EF21
LA-IP-12C hsé
REV: 0:7.0.0 —

ID: A2B7C8ED9944EF21

Ha neyaTHoM nnaTe pacnonoxeHa HaknenBaemad 3TUKeTKa:

A2B7C8ED9944EF21
REV: 0.0.9.5

9.2. KomMnaeKT nocTaBKu

Pagvomogem noctaBnaeTca B C/iegytolen KOMnaeKTauum:
° Pagnomogem Orionmeter LA-IP-12C - 1 w.

e [lacnopt - 1wT.
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10. TAPAHTUINHBIE OBA3ATENBLCTBA

MpeanpuaTre-mn3roToBuTeNb rapaHTUpyeT COOTBETCTBME KoMMaeKca TpeboBaHMAM
TEXHUWYECKOM AOKyMeHTauuu npu  cobnwgeHun yCioBUA  MOHTarka, 3KCnayaTauuu,
TPaHCNOPTUPOBAHMA U XpaHEHWA, U3/10XKEeHHbIX B pPyKOBOACTBE NOo 3KCnayaTaumu nsgenus.

[@paHTUNHBIN CPOK 3KCNAyaTaumm — 36 mecaueB CO AHA BBOAA B 3KCM/AyaTauuio Uam

40 000 naketoB COO6UWEHWI, B 3aBMCMMOCTM OT TOro, YTO HACTynNuT paHblie. [Mpwu
OTCYTCTBMM B NacnopTe OTMETKW O BBOAE B 3KCM/AyaTauMio rapaHTUMHbBIA CPOK 3KCNayaTauum
NCUMCNARTCA CO AHA MPUEMKMN.

[@paHTUNHBIN CPOK XpaHeHus - 1 rog co gHA NpUemMKu.

MNoTpebutenb 06a3aH cobnogaTb yCN0OBMA M NpaBuaa TPAHCNOPTUPOBAHUA, XPaHEHMA U
3KCnayaTauum, yKasaHHble B AaHHOM pyKOBOACTBe Nno/sib3oBaTens.

MpegnpunaTyie N3roToBMUTeNb HEe HeCeT rapaHTMNHbIX 06A3aTeNbCTB NpuY BbiXxo4de n3genus us
CcTpoA, ecnu:

e  l3genue He nmeeT NacnopTa;

e pasgenbl «CBegeHMs o0 npuemke» nacrnopTa wM3genua He 3anosHeHbl UAM B HUX He
npocTaeneHa ne4vaTb [peanpuaTna-marotTosuTens;

e  33aBOACKOM HOMep, HaHeCeHHbI Ha u3genue, OTAMYaeTCA OT 3aBOACKOro Homepa,
YKa3aHHOro B nacnopTe;

e  OTCYTCTBYHT MAWN MOBpPEXK4eHbl Naombbl U / nan ronorpadpuyeckmin 3Hak lMNpegnpunatua-
N3roToBMTENA HaHeCeHHble Ha V3genne;

e W3pgenve nogsepranocb pasbopke mau gpyrum BmewaTesnbCTBaM B KOHCTPYKUMIO, He
npeayCcMOTPeHHbIM 3KCNAyaTaunOHHOM AOKYMeHTauneln;

e W3genve ncnonb3oBanoch C HApyLeHnem TpeboBaHMN IKCNAyaTaLMOHHON AOKYMeHTaumu;

e U3genve nmeer BHeWHME MexXaHNYeCK1e NoBpeXKaeHus;

e  U3genve nmeet noBpexKaeHns, Bbl3BaHHbIe NonagaHMem BHYTPb NOCTOPOHHUX NpeamMmeToB
AN CTUXNIMHBIMUK 6eacTBUAMM (HaBoAHEHMe, MoXKap U T. N.);

e  MOHTax M3genuna v nyckoHanagouHble paboTbl NpoBeaeHbl avuamu (Npegnpuatiem), He
npoweawmnx obyyeHume.

Mo Bcem Bonpocam, cBA3aHHbIM C KadectBom W3genua, cnegyeT ob6pawartbca B
Texnoaggeprky TOO «OpmnoH Cnuctema» no agpecy:

050004, Pecnybnuka KasaxcTtaH, r. AamaTsl, ya. MameTtoson, 4. 67b

Tel.: +7 (727) 312-30-00

E-mail: info@orion-m2m.com

(e)
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JINCT PEFTUCTPALLMN USMEHENIA

Nma ‘

Bepcua HdaTa KommeHTapum

01 07.02.2020 3M [aTta co3gaHua goKymeHTa

02 12.02.2020 3M BepcTKa

03 20.03.2020 3M BHeceHbl KOPPeKTUPOBKK gMana3oHoB, 0OHOBAEHbI PUCYHKU

04 10.07.2020 IM [obaBneHne onvcaHMa B NPOTOKO 06MeHa;

0O6HOBMEHMe AaHHbIX B Tabnuue Ha cTp. 13
05 11.08.2020 3IM KoppeKTupoBKa onucaHma MH,CI,MKaLI,MMUMO,CI,eMa;
dbopmaTunpoBaHme TekcTa (HaKknenka)

06 08.09.2020 3M [ob6aBneHne B onncaHune npouecca Joinn. n. 4.4

07 04.2023 3M O6HoBMeHMe gaHHbIX B 6.2.4.1.1. SENSORS CFG
(KoHbUrypaums gaTtumnKka)
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